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The expansion of information technologies and the increasing reliance of the
criminal justice system on digital data and evidence have transformed electronic
evidence into one of the most significant means of proof in criminal proceedings.
Nevertheless, the intangible, mutable, and vulnerable nature of such evidence
increases the risk of alteration, deletion, manipulation, or disruption of the chain of
custody, thereby highlighting the need for specialized mechanisms to ensure its
authenticity, integrity, and admissibility. This study aims to elucidate the role of
the Iranian Cyber Police (FATA) and official court-appointed experts in validating
electronic evidence and to identify the legal and technical challenges governing the
processes of detection, collection, recording, documentation, preservation, and
evaluation of such evidence. Employing a descriptive-analytical method, the
research is based on library sources, statutory provisions, legal instruments, and
relevant scholarly studies. The collected data were analyzed through an
interdisciplinary legal and technological approach. The findings indicate that the
Iranian Cyber Police plays a fundamental role in crime detection, identification of
data sources, seizure and extraction of digital information, and preservation of the
chain of custody. Official court-appointed experts, in turn, perform a
complementary and specialized function by conducting technical assessments,
verifying the authenticity and integrity of data, analyzing metadata, and detecting
possible manipulation. However, the absence of unified national standards,
institutional fragmentation, and shortage of qualified personnel, inadequate
professional training, and the limited technological literacy of some judicial
authorities undermine the effectiveness of this process. The study concludes that
enhancing the evidentiary reliability of electronic evidence requires the adoption of
national protocols, structured cooperation between the Cyber Police and official
experts, advanced professional training, improved technological literacy among
judges, and the establishment of a continuous quality-control system.
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