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Background and Aim: The Internet of Things is a broad concept with high potential
that is dynamically evolving and developing that is not easy to identify in all its
dimensions. In such an information exchange space, paying attention to the privacy
of personal information is very important for consumers. Obviously, due to the wide
scope of this issue, privacy has been studied internationally in scientific conferences
and at the global and regional levels. In this article, an attempt has been made to
examine the concept and examples and the scope of privacy of individuals, especially
privacy in the Internet of Things, and to distinguish it from the concept of security.
Materials and Methods: The method of descriptive-analytical research is referring
to the existing laws in Iran and studying the regulations of leading countries in the
field of study.

Ethical Considerations: Ethical considerations related to writing texts and referring
to sources was observed.

Findings: Privacy is essential in today's new information space. The important point
in providing protection is to pay attention to efficiency, that is, to create a reasonable
balance between maintaining the privacy of individuals and the free flow of
information. Paying attention to this makes it possible to use the Internet of Things
efficiently and fairly.

Conclusion: Some suggestions have been made in order to develop an appropriate
legal framework to protect the privacy of individuals in the Internet of Things for
Iran.
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!~ Universal Declaration of Human Rights (UDHR), 1948.
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1966.

- European Convention for the Protection of Human
Rights and Fundamental Freedoms, 1950.
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' The Internet of Things: Privacy and Security in a
Connected World.
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Security Report, 25(6): 522-527.

2- Documents

- Assembly Resolution 217 (III), UN Doc.
A/810 (1948), UN GOAR, 3rd Sess. Supp. No.
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- Council of Europe Contribution to the 2nd
Preparatory Committee for the WSIS,
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in the Information Society, section 18.

- Decision 1 BvR 370/07 and 1 BvR 595/07; to
this decision see Weber, Vertraulichkeit und
Integritit; Stogmiiller; Holznagel/Schumacher.

- European Convention for the Protection of
Human Rights and Fundamental Freedoms,
November 4, 1950, ETS No. 5, 213 UNTS 221.

- Gianmarco Baldini/Trevor Pierce, (January
2015), IOT Governance, Privacy and Security
Issues, European Reaearch Cluster on Internet of
Things.

- Ponemon Institute Research Report, (2018),
Global Megatrends in Cybersecurity: available
at:
https://www.raytheon.com/cyber/cyber megatre
nds

- International Covenant on Civil and Political
Rights, GA Res. 2200 Annex (XXI), UN
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- Universal Declaration of Human Rights
(UDHR), December 10, 1948, adopted by the
General.
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